Administration Windows Server en PowerShell :
Installation et Configuration des Services
Essentiels

1. Windows Server: Installer Active Directory (ADDS) en
PowerShell

Introduction :

Cet article propose un guide détaillé sur la mise en place d'Active Directory a l'aide de
PowerShell sur un serveur Windows Server 2019. Active Directory est un service de
répertoire utilisé dans les environnements Windows pour gérer et organiser les ressources

réseau.

Prérequis :

PS C:\Users\Administrator> New-NetIPAddress

IPAddress
Interfacelndex
InterfaceAlias
AddressFamily
Type
PrefixlLength
PrefixOrigin
SuffixOrigin
Address5tate
ValidLifetime

PreferredLifetime :

SkipAsSource

PolicyStore

IPAddress
Interfacelndex
InterfaceAlias
AddressFamily
Type
Prefixlength
PrefixOrigin
SuffixOrigin
AddressState
ValidlLifetime

PreferredlLifetime :

SkipAsSource
PolicyStore

: 192.168.1.
.

¢ Ethernet

: IPv4

: Unicast

: 24

¢ Manual

: Manual

: Tentative
: Infinite ([TimeSpan]:
Infinite ([TimeSpan]:
: False

. ActiveStore

10

: 192.168.1.10

L

: Ethernet

+ IPv4

: Unicast

+ 24

: Manual

+ Manual

: Invalid

: Infinite ([TimeSpan]:
Infinite ([TimeSpan]:
: False

: PersistentStore

:MaxValue)
:MaxValue)

:MaxValue)
:MaxValue)

Avant de procéder a l'installation d'Active Directory, quelques étapes preliminaires sont
nécessaires pour garantir une configuration optimale du serveur :

Attribution d'une adresse IP fixe et d'un nom d'hote : Il est crucial de fournir une identité
stable au serveur en lui attribuant une adresse IP fixe et en définissant un nom d'hote. Cela
permet d'assurer une accessibilité cohérente et facilite I'administration du réseau.
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PS C:\Users\Administrator> Set-DnsClientServerAddress
PS C:\Users\Administrator>»

Configuration du DNS en tant que lui-méme : Pour garantir une résolution DNS correcte
au sein du reseau, il est recommandé de configurer le serveur DNS en utilisant sa propre

PS C:\Users\Administrator> Rename-NetAdapter Ethernet
PS C:\Users\Administrator>

adresse IP. Cette configuration contribue a I'efficacité des processus de résolution des noms
et de localisation des services.

On change le nom d'hote:

Aprés avoir configuré I'adresse IP fixe, le nom d'héte, et le DNS, redémarrez le serveur pour
appliquer les changements.

PS C:\Users\Administrator®> Add-WindowsFeature : AD-Domain-Services
Success Restart Needed Exit Code Feature Result

True Yes S S ... {Active Directory Domain Services, Group P...
WARNING: You must restart this rver to finish the installation process.

Maintenant Installons les Réles avec PowerShell : On Ouvre PowerShell en tant
qu'administrateur et utilisez la commande suivante pour installer les roles nécessaires :

Install-WindowsFeature -Name AD-Domain-Services —IncludeManagementTools

Si I'ensemble des opérations se déroule sans probléme, nous obtenons :

PS C:\Users\Administrator> Add-WindowsFeature RSAT-AD-Tools

Success Restart Needed Exit Code Feature Result

Success {AD LDS Snap-Ins and Command-Line Tools}

PS C:\Users\Administrator> _
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PS C:\Users\Administrator> Add-WindowsFeature RSAT-AD-Tools
Success Restart Needed Exit Code Feature Result

Success {AD LDS Snap-Ins and Command-Line Tools}

:\Users\Administrator>

:\Users\Administrator:
. dministrator:
:\Users\Administrator:
:\Users\Administrator:>
\Users\Administrator:
:\Users\Administrator:
:\Users\Administrator:
:\Users\Administrator:>
\Users\Administrator:
:\Users\Administrator:>
:\User dministrator:
:\Users\Administrator>
:\Users\Administrator:>
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:\Users\Administrator:>

PS C:\Users\Administrator> Add-WindowsFeature DNS

WARNING: The following recommended condition is not met for DNS: No static IP addresses were found on this computer
the IP address changes, clients might not be able to contact this server. Please configure a static IP address on {
computer before installing DNS Server.

Success Restart Needed Exit Code Feature Result

{DNS Server, DNS Server Tools}

PS C:\Users\Administrator>

Ensuite, on ajoute le role DNS :

On peut installer les outils d'administration (facultatif):

Entamons maintenant la création du domaine Active Directory. Je commence par définir les
variables nécessaires pour la suite :

Ensuite, nous procédons a l'installation du premier contrdleur de domaine de la forét.
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Install-ADDSForest

Validating environment and user input

All tests completed successfully

[ 0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000 ]
Installing new forest

Setting the computer's DNS computer name root to FODE.LAN 2

Users\Administrator>

\Administrator>
Users\Administrator>
Users\Administrator>
Users\Administrator>
\Users\Administrator>
Users\Administrator>
Users\Administrator>

ers\Administrator> Install-ADDSForest

h 5 malin

Apres le server Redémarre.

7 =g - .
Verification :
\Users\Administrator> Get-ADForest

ApplicationPartitions {DC=ForestD nes,DC=FODE,DC=LAN, DC=DomainD es,DC=FODE,DC=LAN}
orestReferences : {}

DomainNamingMaster SRV-FODE.FODE.LAN

Domains -

ForestMode Windows2@16Forest

GlobalCatalogs : {SRV-FODE.FODE.LAN}

Name : FODE.LAN

PartitionsContainer : CN=Partitions,CN=Configuration,DC=FODE,DC=LAN

r

RootDomain : FODE.LAN
SchemaMaster : SRV-FODE.FODE.LAN
Sites : {Default-First-
SPNSuffixes
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2. Windows Server 2019 : Installer et configurer DHCP en
PowerShell

Introduction :

Dans ce guide, nous aborderons le déploiement d'un serveur DHCP sur Windows Server 2019,
en mettant en avant I'approche d'industrialisation du processus.

Installation du réle DHCP :
L'installation du r6le DHCP sera réalisée a l'aide de la commande PowerShell suivante :

Install-WindowsFeature DHCP -IncludeManagementTools

PS C:\Users\Administrator> Install-WindowsFeature DHCP -IncludeManagementTools

Success Restart Needed Exit Code Feature Result

Il est crucial d'autoriser le service DHCP dans I'annuaire actif (AD).

On utilisera la commande : Add-DHCPServerInDC -DNSName FODE.LAN

PS C:\Users\Administrator> Add-DhcpServerInDC -DnsName FODE.LAN

PS C:\Users\Administrator>

On gere les étendues :

Add-DHCPServerv4Scope -Name ""LAN150" -StartRange 192.168.150.200 EndRange
192.168.150.220 -SubnetMask 255.255.255.0 -State Active .

Set-DhcpServerv4Scope -Scopeld 192.168.0.0 -LeaseDuration 1.00:00:00 Set-

PS C:\Users\Administrator> Add-DhcpServerv4dScope o= 192.168.1.20
255,255,255.0 i Active

:\Users\Administrator>

DHCPServerv4OptionValue -Scopeld 192.168.1.0 -DnsDomain FODE.LAN -
DnsServer 192.168.121.1 -Router 192.168.150.254

PS C:\Users\Administrator> Set-DhcpServerv4Scope 192.168.1.0

Lorsque nous souhaitons définir des options au niveau du serveur, nous n'avons pas besoin de
spécifier le "Scopld" : Set-DHCPServerv4OptionValue -DnsDomain FODE.LAN DnsServer
192.168.121.1
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Set-DhcpServervdOptionValue -scopeld 192.168.1.@ -DnsDomain FODE.LAN -DnsServer 192.168.221.1 -Rg
8/1 completed

[
Validating the DNS pservers...
Validating the DNS server 192.168.221.1.

[

\dministrator> Set-DhcpServerv4OptionValue
192.168.1.36

ra . 0

:\Users\Administrator> Set-DhcpServerv40ptionValue
:\Users\Administrator:

3. Windows Server : Installer OpenSSH Server en PowerShell

Introduction:

Dans ce guide, nous explorerons la mise en place d'un serveur OpenSSH sur Windows
Server 2019. L'avantage de cette configuration est la possibilité de se connecter de maniere
sécurisée en ligne de commande, permettant I'exécution d'actions en PowerShell.

Installer le serveur OpenSSH :

Pour commencer, nous identifierons le nom du service SSH a l'aide de la commande
GetWindowsCapability :

fodemangane@gmail.com



: OpenSSH.Client~~~~9.8.1.0
: Installed

: OpenSSH.Server~~~~0.8.1.0
: NotPresent

PS C:\Users\Administrator>

On va donc installer avec PowerShell de cette facon le serveur OpenSSH : Add-
WindowsCapability -Online -Name OpenSSH.Server~~~~0.0.1.0

Nous devons maintenant activer et démarrer le service OpenSSH, avec Get-Service sshd on
constate que le service est stoppé :

PS C:\Users\Administrator> Get-Service sshd
Status Name DisplayName

Stopped sshd OpenSSH SSH Server

PS C:\Users\Administrator>

On l'active et on le démarre avec : Set-Service sshd -StartupType Automatic Start-Service
sshd

PS C:\Users\Administrator> Add-WindowsCapability : OpenSSH. Server~—~8.8.1.8

Path
Online -
RestartNeeded :

3

PS C:\Users\Administrator> Set-Service sshd -= T Automatic
PS C:\Users\Administrator> Start-Service sshd

Verification :

PS C:\Users\Administrator> ssh 127.0.

fode\administrator@l27.0.0.1's passwo
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fode\administrator@SRV-FODE C:\Users\Administrator>SET
ALLUSERSPROFILE=C:\ProgramData
APPDATA=C:\Users\Administrator\AppData\Roaming
CommonProgramFiles=C:\Program Files\Common Files
CommonProgramFiles(x86)=C:\Program Files (x86)\Common Files
CommonProgramW6432=C:\Program Files\Common Files
COMPUTERNAME=SRV-FODE
indows\system32\cmd.exe

stem32\Drivers\DriverData
HOME=C:\Users\Administrator
HOMEDRIV! -
HOMEPATH=
LOCALAPPDATA=C: \Users\Administrator\AppData\Local
LOGNAME=fode\administrator
NUMBER_OF_PROCESSORS=2

Path=C:\Window stem32;C:\Windows ;C:\Windows\System32\Wbem;C: \Windo| System32\WindowsPowerShell\v1.0\;C:\Windows\Sys
em32\0penSSH\ ;C: \Windows\system32\config\systemprofile\AppData\Local\Microsoft\WindowsApps;C:\Users\Administrator\AppDa
a\Local\Microjpoft\Wind Apps;

PATHEXT=.COM; .EXE; .BAT; .CMD; .VBS; .VBE; .JS; .JSE; .WSF; .WSH; .MSC

PROCESSOR_ARCHITECTURE=AMDG4

PROCESSOR_IDENTIFIER=Intel64 Family 6 Model 148 Stepping 1, Genuinelntel

PROCESSOR_LEVEL=6

PROCESSOR_REVISION=8c@1

ProgramData=C:\ProgramData

ProgramFiles=C:\Program Files

ProgramFiles(x8 C:\Program Files (x86)

Programh6432=C rogram Files

PROMPT=fode\administrator@SRV-FODE $P%G

PSModulePath \Program Files\WindowsPowerShell\Modules;C:\Windows\system32\WindowsPowerShell\v1.0\Modules
PUBLIC \Users\Public

xterm-256color
:\Users\Administrator\AppData\Local\Temp
USER=fode\administrator
USERDOMAIN=Fode
USERNAME=administrator
USERPROFILE=C:\Users\Administrator
windir=C:\Windows

4. Windows Server : Changer le port RDP du bureau a distance

En premier temps on active le bureau a distance.
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Settings

Home

Find a setting

System

0

&

I

A

Power & sleep

Battery

Storage

Tablet mode

Multitasking

Remote Desktop

About

Remote Desktop

Remote Desktop

Remote Desktop lets you connect to and control this PC from a
remote device by using a Remote Desktop client (available for
Windows, Android, iOS and macOS). You'll be able to work from
another device as if you were working directly on this PC.

Enable Remote Desktop

On

D 'A:E'i'l," T A .'7, awake for connections when 1t Is Show settings

D Make my PC discoverable on private networks to  Show settings

Advanced settings

How to connect to this PC

Use this PC name to connect from your remote device:
WIN-FPN8UHSURH4

Une fois cela accompli, dans la section "Firewall - Windows Defender/Parametres
avancés/Régles de trafic entrant”, nous créons la régle appropriée. Cependant, j'ai préféré
effectuer cette action directement via PowerShell.
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Avec la commande :

PS C:\Users\Administrator> New-NetFirewallRule
Domain True TCP ] Allow

WELTS : RDP-13389

DisplayName : Autoriser le RDPsur un port personnalisé
Description

DisplayGroup

Group

Enabled : True

Profile : Domain

Platform Sy

Direction : Inbound

Action : Allow

EdgeTraversalPolicy : Block

LooseSourceMapping : False

LocalOnlyMapping : False

Owner

PrimaryStatus : OK

Status : The rule was parsed successfully from the store. (65536)
EnforcementStatus : NotApplicable

PolicyStoreSource : PersistentStore

PolicyStoreSourceType : Local

sers\Administrator>

Le port que j'utiliserai a la place de '3389' sera '13389' pour éviter l'utilisation du port par défaut,
conformément a I'objectif du sujet. Cependant, il est possible d'utiliser le port de son choix.

@ Windows Defender Firewall with Advanced Security - [m] X
File Action View Help
e 2@ = HE
@ Windows Defender Firewall wit| Actions
&3 Inbound Rules Name Group Profile  Enabled  Action # || Inbound Rules
&3 Outbound Rules
%4 Connection Security Rules @ Autoriser le RDPsur un port personnalisé Domain  Yes Allow @i NewRule..
5., Monitoring @ Aloyn Router (TCP-In) AllJoyn Router Domai... Yes Allow T Filter by Profile
@ Allloyn Router (UDP-In) AllJoyn Router Domai... Yes Allow
BranchCache Content Retrieval (HTTP-In) BranchCache - Content Retr... All No Allow Y Filter by State
BranchCache Hosted Cache Server (HTT... BranchCache - Hosted Cach... All No Allow Y Filter by Group
BranchCache Peer Discovery (WSD-In) BranchCache - Peer Discove... All No Allow View
@ Cast to Device functionality (qWave-TCP... Cast to Device functionality Private... VYes Allow —
@ Cast to Device functionality (qWave-UDP... Cast to Device functionality Private... VYes Allow [ Refresh
@ Cast to Device SSDP Discovery (UDP-In) Cast to Device functionality Public Yes Allow iz BxportList...
@ Cast to Device streaming server (HTTP-St... Cast to Device functionality Public Yes Allow ﬂ Help
@ Cast to Device streaming server (HTTP-St... Cast to Device functionality Domain  VYes Allow
@ Cast to Device streaming server (HTTP-St... Cast to Device functionality Private  Ves Allow
@ Cast to Device streaming server (RTCP-St... Cast to Device functionality Private  VYes Allow
@ Cast to Device streaming server (RTCP-St... Cast to Device functionality Domain  Yes Allow
@ Cast to Device streaming server (RTCP-St... Cast to Device functionality Public Yes Allow
@ Cast to Device streaming server (RTSP-Str... Cast to Device functionality Domain  Ves Allow
@ Cast to Device streaming server (RTSP-Str... Cast to Device functionality Public Yes Allow
@ Cast to Device streaming server (RTSP-Str... Cast to Device functionality Private  VYes Allow
€ Cast to Device UPnP Events (TCP-In) Cast to Device functionality Public Yes Allow
COM+ Network Access (DCOM-In) COM+ Network Access All No Allow
COM+ Remote Administration (DCOM-In) COM+ Remote Administrati... All No Allow
@ Core Networking - Destination Unreacha... Core Networking All Yes Allow
& Core Networking - Destination Unreacha... Core Networking All Yes Allow
@ Core Networking - Dynamic Host Config... Core Networking All Yes Allow
£ Core Networking - Dynamic Host Config... Core Networking All Yes Allow
@ Core Networking - Internet Group Mana... Core Networking All Yes Allow
@ Core Networking - IPHTTPS (TCP-In) Core Networking All Yes Allow
& Core Networking - IPv6 (IPv6-In) Core Networking All Yes Allow
€3 Core Netwarkina - Multicast listener Do...  Care Netwarkina All Ves Allow X
< >|| < >

Dans cette section, au niveau des parametres avances, nous activons les options "Prive"” et
"Public".
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File Action View Help
= |znm = E
9 Windows Defender Firewall wit! I Autoriser le RDPsur un port personnalisé Properties X — T
g l(;\btc;und g‘:{lej Name General Programs and Services Remote Computers Action || Inbound Rules -
utbound Rules S
W o nnecion Security Rules e Autoriser le R Protocols and Ports Scope Advanced  Local Principals ~ Remote Users Allow &3 NewRule..
%, Monitoring z ﬁ:ﬁm 20“ Profiles 2::"‘” Y Filter by Profile >
oyn Rout Speci . o 4 % ow
pecify profiles to which this rule appli -
BranchCachg = Allow Y Filter by State 4
BranchCache = Domain Allow Y Filter by Group »
BranchCachg Private Allow View 4
ast to Devid| | Public Y
Gc Devi ¥ Al &
@ Cast to Devic Allow |a Refres|
@ Cast to Deviq Interface types Allow |5 Export List...
@ Cast to Devid [ Specifythe interface types to which this Customize- Allow ﬂ Help
€ Cast to Devi S ule applies. A
ast to Devig ow
@ Cast to Devid Allow Autoriser le RDPsur un port... &
s % Edge traversal pr——
| Castfo DevTc . Edge traversal allows the computer to accept unsolicited Allow ¥ Earenue
@ Cast to Deviq "=¢"  inbound packets that have passed through an edge device Allow L%’ Cut
) Cast to Devid such as a Network Address Translation (NAT) router or Allow
G firewall. 5% Copy
@ Cast to Devig Allow 5
@ Cast to Devig Block edge traversal & Allow K Delete
|| € Cast to Deviq Prevent applications from receiving unsolicited traffic from Allow [Z] Properties
| @ Cast to Devic the Intemet through a NAT edge device. Allow Sy
COM+ Netw All H Hep
+ ow
COM+ Remqg Allow
ore Netwo Allow
* Windows Defender Firewall Allow
Allow
Allow
Allow
Concel | [ Poy 1| tow
Core Networking All Yes Allow
n.. Core Networkina Al Ves Allow ¥
< > >

Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: | regedit v

& This task will be created with administrative privileges.

Cancel Browse...

Dans la clé de registre
"HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Terminal
Server\WinStation\RDP-Tcp\PortNumber", on peut observer que le port par défaut est 3389.
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B Reois

File Edit View

Favorites

Help

Computer\HKEV LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Terminal Server\WinStations\RDP-Tcp

StorageManac A H Name

Twpe
Edit DWORD (32-bit) Value X WORD
Value name:
l PortMumber NORD
Value data: Base WORD
13389 | () Hexadecimal
(®) Decimal
NORD
Garel | (1O
INORD
RCM #o|SelectTransport ~ REG_DWORD
SessionArb 5| Shadow REG_DWORD
SysProcs wo| UserAuthenticat... REG_DWORD
TerminalTy ab|Username REG_SZ
Utilities % WdFlag REG_DWORD
VIDEC ab] WdName REG_SZ
Wds ab) WdPrefix REG_SZ
WinStation || esl \ebSocketListe... REG_DWORD
Console || e \ebSocketTlsLi.. REG_DWORD
RDP-TGE || ab)weProfilePath  REG SZ

Data

0x0000000b (11)
tdtcp

tesecsry
0x0000004e (78)
000000000 (0)
tcp

tssecsrv
(:00000d3d (3329)
(00000002 (2)
(00000001 (1)
(00000002 (2)
000000001 (1)
(x00000001 (1)

(00000036 (54)
Microsoft RDP 8.0
RDP

Ox00000d3b (3387)
0x00000d40 (3392)

Nous procedons a Ia modification de la valeur du port pour utiliser le port 13389, puis nous validons les

changements.
Edit DWORD (32-bit) Value X WORD
Value name:
‘PortNumber ] WORD
Value data: Base \VORD
|13389 I (O Hexadecimal
(® Decimal
VORD
Cancel | [VORD
\VORD

0x0000000b (11)
tdtcp

tssecsrv
0x0D00004e (78)
0x00000000 (0)
tcp

tssecsrv
0x00000d3d (3389)
0x00000002 (2)
0x00000001 (1)

Maintenant, il ne nous reste plus qu'a redémarrer le service Bureau a distance.
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E¥ Administrator: Windows PowerShell = O X

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

PS C:\Users\Administrator> New-NetFirewallRule
Domain True i TCP Allow

RDP-13389
Autoriser le RDPsur un port personnalisé

True
Domain

Inbound

Allow
EdgeTraversalPolicy : Block
LooseSourceMapping : False
LocalOnlyMapping False
Owner
PrimaryStatus : 0K
Status : The rule was parsed successfully from the store. (65536)
EnforcementStatus NotApplicable
PolicyStoreSource PersistentStore
PolicyStoreSourceType : Local

PS C:\Users\Administrator> Restart-Service
PS C:\Users\Administrator> _

Enfin, le port est modifié et nous pouvons maintenant nous connecter.
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5. Windows Server : Modifier la stratégie de mot de passe

Introduction :

Dans cet article, nous explorerons la maniére de modifier la stratégie de mot de passe sur un
serveur Windows.

Modifier la stratégie de mot de passe :

Pour commencer, acceédons a I'éditeur de Stratégies de groupe locale, Windows + R et on tape
(gpedit.msc).

Nous naviguons vers Stratégie de mot de passe Ordinateur Local > Configuration Ordinateur
> Parametres Windows > Parametres de Sécurité > Stratégies de Comptes > Stratégie de
mot de passe.

= Group Policy Management Editor - O X
File Action View Help

P | 22 HE

———
v & Computer Configuration A || policy - Policy Setting
v || Policies .
" 2 Enforce password history 24 passwords remembered
_| Software Settings .
: ; 25, Maximum password age 42 days
v || Windows Settings Mini d 1d
¢ inimum password age ays
| Name Resolut Mini P di 9 " il hy X
) Scripts (Startu i, Minimum password leng A A 7 characters
e Deployed Prin iy, Password must meet complexity requirements Enabled
..s| Store passwords using reversible encryption Disabled

v T Security Settir
v A AccountP
1 Passwe
] Accou
A Kerber
:j Local Poli¢
| Eventlog
o Restricted
4 System Se
4 Registry
1 File Systen
Zuf Wired Net
| Windows |
| Network L

A cet endroit, nous pouvons observer les valeurs par défaut.

A présent, dans I'outil Gestionnaire de stratégies de groupe (GPMC), accédez & "default domain policy"
> Configuration de I'ordinateur > Stratégies > Paramétres logiciels > Parametres Windows >
Paramétres de sécurité.
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= Group Policy Management Editor

File Action View Help

e | 27 X2 HE

\=[ Default Domain Policy [SRV-FO

v i Computer Configuration
e v | Policies

® 5 [ Software Settings
® v [ | Windows Settings

5 | Name Resolution

| Scripts (Startup/S

» B Deployed Printer:

® S Security Settings

> gl Policy-based Qo

> | Administrative Temp
. | Preferences

v % User Configuration

| Policies

» || Preferences

Name

,_-fEi Account Policies

‘;a Local Policies

j Event Log

_ A Restricted Groups

__a System Services

_ 4 Registry

_ 4 File System

j:ﬂWired Network (IEEE 802.3) Policies

| Windows Defender Firewall with Advanc...
| Network List Manager Policies
é{!Wireless Network (IEEE 802.11) Policies
| Public Key Policies

[ Software Restriction Policies

| Application Control Policies

'.g IP Security Policies on Active Directory (F...

"I Advanced Audit Policy Configuration

Apreés avoir cliqué sue (Account Policies)

Name

3 Kerberos Policy

On active la complexité

Server Manager * Dashboard “@ 1 Py Memse ook vew hep
| L £ — O X

LZ] Group Polic

[T QPER ke File Action View Help

| § Localse == | 7| K E

Managemer

Description

Kerberos Policy

Description

Password and account lockout policies

Auditing, user rights and security options polici...

Event Log

Restricted Groups

System service settings
Registry security settings
File system security settings

Wired Network Policy Administration. Manage ...

Windows Defender Firewall with Advanced Sec...

Network name, icon and location group policies.

Wireless Network Policy Administration. Mana...

Application Control Policies

Internet Protocol Security (IPsec) Administratio...

Advanced Audit Policy Configuration

& Password Policy Password Policy

:é Account Lockout Policy Account Lockout Policy

Store passwords using reversible encryption Properties

= ‘ Security Policy Setting = Explain

ii All Servd v % Computer Configuration 4

| I_i.l hD DS v | Policies

> [ Software Settings

_:{? Store passwords using reversible encryption
=7

{8 DHcP viA Windows Settings Define this policy setting:
o | Name Resolut
DNS
iﬁ &) Scripts (Startu @ Enabled
g File and > m= Deployed Prin (O Disabled

v F Security Settir

? X

tting

ords remembered

€ers

Apreés avoir fait les modifications sur cmd on tape la commande : gpupdate /force
pour lancer I’application de notre strategie

fodemangane@gmail.com




C:\Users\Administrator>gpupdate /force
Updating policy...

Computer Policy update has completed successfully.

NB : a savoir qu’on peut le faire directement sur powershell

PS C:\Users\Administrator> %
PS C:\Users\Administrator> $
PS C:\Users\Administrator> %

PS C:\Users\Administrator>
PS C:\Users\Administrator>
PS C:\Users\Administrator>

MaximumPasswordAge = 90 # Durée maximale de validité du mot de passe (90 jours dans cet
exemple)

MinimumPasswordLength = 8 # Longueur minimale du mot de passe

PasswordHistoryCount = 5 # Nombre de mots de passe précédents a conserver dans
I'historique

PasswordComplexity = $true # Exiger la complexité du mot de passe (lettres majuscules,
minuscules, chiffres, caractéres spéciaux)

6. Windows Server : Installer le sous-systeme Linux

Introduction :
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Cet article explore le processus d'installation de WSL sur Windows Server 2019. WSL
s'avere particuliérement utile lorsque vous disposez d'un bastion Windows Server 2019,
offrant ainsi un acces facile a tous vos outils Linux tels que ssh, ansible, etc.

Installation de la fonctionnalité :

Pour commencer, ouvrez PowerShell et on installe la fonctionnalité : Enable-
WindowsOptionalFeature -Online -FeatureName Microsoft-Windows-SubsystemLinux

Une fois cette étape franchie, I'exécution de la commande "bash" indique qu'aucune distribution
n'est installée. Nous a llons maintenant procéder a l'installation d'Ubuntu 18.04.

PS C:\Users\Administrator> Enable-WindowsOptiocnalFeature it =Na Microsoft-Windows-5Sub

Do you want to restart the computer to complete this operation now?
[Y] Yes [N] No [2] Help (default is "Y"): _
PS C:\Users\Administrator> bash

Windows Subsystem for Linux has no installed distributions.
Distributions can be installed by visiting the Microsoft Store:

https://aka.ms/wslstore
PS C:\ksers\Administrator>

On télécharge I'APPX d'Ubuntu 18.04 (x86_64) depuis notre console PowerShell :

PS C:\Users\Administrator> Invoke-WebRequest https://aka.ms/wsl-ubuntu-1864 1 ubuntu.appx
PS C:\Users\Administrator> 1s

Directory: C:\Users\Administrator

LastWriteTime Length Name

26/01/2024 .ssh
11/01/2024 :3 3D Objects
11/01/2024 - Contacts
11/01/2024 =3 Desktop
11/01/2024 : Documents
11/81/2024 3 Downloads
11/01/2024 13 Favorites
11/01/2024 3 Links
11/01/2024 : Music
11/01/2024 3 Pictures
11/01/2024 : Saved Games
11/81/2024 3 Searches
26/01/2024 . Ubuntu
11/01/2024 : Videos
29/01/2024 11 1 231829509 Ubuntu.appx

d-
d-
d-
d-
d-
d-
d-
d-
d-
d-
d-

I QQ
|

Ensuite On extrait I'APPX et le Zip contenu dedans :
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PS C:\Users\Administrator> Rename-Item .\Ubuntu.appx .\Ubuntu.zi
PS C:\Users\Administrator> Expand-Archive .\Ubuntu.zip
PS C:\Users\Administrator> 1ls

Directory: C:\Users\Administrator

LastWriteTime Length Name

26/01/2024
11/01/2024
11/01/2824
11/01/2024
11/01/2824
11/01/2824
11/01/2824
11/e1/20824
11/01/2824
11/01/2024
11/e1/2824
11/01/2824
29/01/2824
11/01/2824

.ssh

3D Objects
Contacts
Desktop
Documents
Downloads
Favorites
Links
Music
Pictures
Saved Games
Searches
Ubuntu
Videos

29/e1/2824 231829509 Ubuntu.zip

PS C:\Users\Administrator>

On se rend dans le dossier ubuntu et on exécute le ubuntul804.exe contenu dedans , on donne
un nom d’utilisateur et un mot de passe et la distribution s’sinstalle .

PS C:\Users\Administrator\Ubuntu> .\ubuntul8e4.exe

Installing, this may take a few minutes...

Please create a default UNIX user account. The username does not need to match your Windows username.
For more information visit: https://aka.ms/wslusers

Enter new UNIX username: Fode

Enter new UNIX password:
Retype new UNIX password:
passwd: password updated successfully

Installation successful!
To run a command as administrator (user "root"), use "sudo <command>".
See "man sudo_root" for details.

La mise en place d'Ubuntu 18.04 sur notre serveur est désormais compléte !

Verification :

fodemangane@gmail.com



EN fode@SRV-FODE: /mnt/c/Users/Administrator

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

PS C:\Users\Administrator> bash

To run a command as administrator (user "root"), use "sudo <command>".

See "man sudo_root" for details.
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